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COURSE OUTCOMES
1 Explain the basic knowledge of different types of Security attacks.
2 Distinguish different modern encryption Algorithms.
3 Understand mathematical foundation required for various cryptographic algorithms.
4 Compare different Authentication Mechanisms.
5 Justify latest techniques used in different Security aspects (e.g. network security, web
security etc.)
Out
Comes / | Topics Topics/ Text Contact Delivery
UNIT , . Book/
Bloom’s | No. Activity Hour Method
Reference
Level
1.1 | Introduction: Security Attacks T2 1 Chalk
1.2 | Security Services T2 1 &
; - Board
1.3 | Security Mechanisms T2 1
1.4 | Model for Network Security T2 1 Power point
I co-1 1.5 | Basics of Cryptography T 1 presentation
1.6 | Symmetric Cipher Model T2,T1 1 )
Assignment
1.7 Substitution Techniques T2,T1 1
1.8 | Transportation Techniques T2,T1 1 Test
1.9 Stegnography T2,T1 1
Total 09
2.1 | Secret Key Cryptography T1 1
Chalk
: &
. Data E t t
2.2 ata Encryption Standard(DES) Tl 1 Board
2.3 Strength of DES T1 1
II 2.4 | Block Cipher Design Principles T1 1 .
CO-2 : Power point
2.5 | Modes of Operations T1 1 .
: presentation
2.6 | Triple DES T1 1
2.7 | Blowfish Algorithm T1 1 Assignment
2.8 | Blowfish Algorithm with example T1 1
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2.9 AES Algorithm T1 1 Test
2.10 | Anexample for AES Algorithm T1 1
Course beyond 2.11 | IDEA Encryption Algorithm T1 1
syllabus
Total 11
3.1 Number Theory: T1,R1
3.2 | Prime and Relatively Prime Numbers T1,R1 1
d ] T1,R1
3.3 | Modular Arithmetic 1 Chalk
3.4 | Modular Arithmetic with an example TLRI1 1 &
Board
3.5 Fermat’s Theorem T1,R1 1
TiRi Power point
I 3.6 | Euler’s Theorem p 1 presentation
-3 - : T1,R1
3.7 | Chinese Remainder Theorem > 1 Assignment
Chinese Remainder Theorem with T1,R1
3.8 1
example Test
3.9 Discrete Logarithms TL,R1 1
3.10 | Discrete Logarithms with an example T1,R1 1
Total 10
4.1 Public Key Cryptography: T1,T2 1
Principles of Public Key Chalk
4.2 Crvot T1,T2 1 &
ryp osyste'ms Hoard
4.3 | RSA Algorithm T1,T2 1
4.4 | RSA Algorithm with an example T1,T2 1 Power point
IV CcO-4 4.5 Diffie-Hellman Key Exchange T1,T2 1 presentation
4.6 Diffie-Hellman Key Exchange with TIT2 I
example i s Assignment
4.7 ICntroductlorlll to Elliptic Curve TIT2 i
ryp:logre'lp 5 Elliptic C Test
4.8 Introduction tp . 1ptic Curve T1,T2 1
Cryptography with an example
Course beyond 4.9 | Key Serialization T1 1
syllabus
Total 9
Cryptographic Hash Functions: Chalk
5.1 Applications of Cryptographic Hash T1 1 &
Functions Board
5.2 Secure Hash Algorithm T1 1 :
v CO-5 53 [ Secure Hash Algorithm with example T1 1 Power point
5.4 | MDS5 T1 1 presentation
5.5 | Message Authentication Codes T1 1 .
5.6 | Message Authentication T1 1 Assignment
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Requirements and Functions
5.7 | Message Authentication Functions T1 1 Test
5.8 | HMAC T1 1
5.9 | HMAC with an example T1 1
5.10 | Digital signatures T1 1
5.11 | Digital Signature Schemes T1 1
5.12 Digital Signature Schemes with an T1 |
example
5.13 | Authentication Protocols T1 1
5.14 | Authentication Protocols T1 1
5.15 | Digital Signature Standards T1 1
Total 15
6.1 Authentication Applications: TL,R1 1
6.2 Kerberos, X.509 Authentication T1,R1 1
’ Service
6.3 | Electronic Mail Security T1,R1 1 Chalk
6.4 | Electronic Mail Security T1,R1 1 &
- Board
6.5 | Pretty Good Privacy (PGP) T1,R1 1
6.6 | Pretty Good Privacy (PGP) T1,R1 1 5
int
VI | CO-6| 6.7 |SMIME T1,R1 1 Er DR
presentation
6.8 | SSMIME ' T1,R1
6.9 | IP Security: T1,R1 1 Assignment
6.10 | IP Security architecture T1,R1 1
6.11 | Web Security T1,R1 1 Test
6.12 | Intruders T1,R1 1
6.13 | Malicious Software T1,R1 1
6.14 | Firewalls T1,R1 1
Total 14
CUMULATIVE PROPOSED PERIODS 68
Text Books:
S.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER, YEAR OF PUBLICATION
1 William Stallings, Cryptography and Network Security: Principles and Practice, 5th
Edition, Pearson Education, 2011.
2 Bernard Menezes, Network Security and Cryptography, Cengage Learning, 2011.
3 Behrouz A. Fourouzan and Debdeep Mukhopadhyay, Cryptography and Network, 2nd
Edition, McGraw-Hill, 2010.
Reference Books:
S.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER, YEAR OF PUBLICATION
1 Eric Maiwald Fundamentals of Network Security by (Dreamtech press)
2 Whitman, Thomson Principles of Information Security.
3 Buchmann, Springer Introduction to Cryptography.
Web Details:




SWARNANDHRA
COLLEGE OF ENGINEERING & TECHNOLOGY
{AUTONOMOUS) .-
Accredited by National Board of Accreditation, AICTE, New Delhi,Accredited by )
NAAC with “A" Grade — 3.32 CGPA Recognized under 2(f) & 12(B) of UGC Act 1956,

Approved by AICTE, New Delhi,Permanent Affiliation to JNTUK, Kakinada
Seetharampuram, W.G.DT, Narsapur-534280, (Andhra Pradesh)

https://www. geeksforgeeks.org/cryptography-and-network-security-principles

hitps://www.tutorialspoint.com/crypto graphy
https://www.javatpoint.com/ computer-network-security

https://en.wikipedia.org/wiki/N etwork_security
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